Bkav Anti DDoS

Bkav Anti DDoS la sdn pham giup ngan chan va chéng lai tat ca cac kiéu tdn cdng DDoS hién nay.
Bkav Anti DDoS ap dung tri tué nhan tao trong viéc nhan dién tan cong DDoS véi d6 chinh xac cao hon
va thai gian x(r ly nhanh han. Bkav Anti DDoS c6 thé tich hgp va bao vé cho tét ca cac loai dich vu trén
internet hién nay.

Tinh nang Basic Deep Packet Inspection Techlogogy:
Functions « Phan tich dugc hau hét cac kiéu géi tin va giao thirc mai
«Tich hgp machine learning trong viéc phan tich sau va chinh
xac hon cac goi tin trong mang
« C6 kha ndng phan tich sau hon déi vdi cac giao thuc phd
bién HTTP, DNS, NTP, POP3

Threshold-based Mitigation — Nhan dién tan céng dua trén
ngudng gidi han.
« Ap dung machine learning trong viéc dua nguéng gisi han
tu dong, phu hgp véi hién trang cda timg hé théng
« C6 kha nang tuy bién ngudng gidi han cuda tiing luat

Network Layer Attack Mitigation
+ SYN Flood
+ UDP Flood
+RST Flood
+ ICMP Flood
« Fragmented Packet Flood

HTTP Attack Mitigation
« Fully Support SSL/HTTPS Protocol
« Fragmented HTTP Flood
« HTTP Flood
+ Single Request HTTP Flood
+ Single Session HTTP Flood
« Random Recursive GET Flood
« Multi-Vector Attacks

Other Application Layer Attack Mitigation
- Game service Attack Mitiagiton
- Commercial service Attack Mitiagtion

Advanced « Realtime Dashboard and monitoring
Functions - Attack Campain Alert
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Hardware Specification
10/100/1000Base-T Ports 4 8 8
10 GE SFP 0 0 4
Memory 8 16 32,64
Storage 2x 480GBSSD  2x 480GBSSD 2X 960 GB SSD
1/0 Expansion Slots 1 2 2
USB Port 2 2 4
Console Port 1 1 1
Production Performance
Concurrent Connections 2.500.000 4,700.000 8.200.000
New Connections/Second 200,000 400.000 600.000
Anti DdoS Performance
Deep packet inspection 2.2Gbps 5.1Gbps > 16Gbps
Threshhold-based mitigation 2.8Gbps 6.5Gbps > 14Gbps
Network Layer Attack 2.3Gbps 5.3Gbps > 11.5Gbps
HTTP Attack 2.5Gbps 5.8Gbps > 12.5Gbps
Other Application Layer
Attack Mitigation > 2.0Gbps > 4.6Gbps > 10Gbps
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Dimensions and Power

Data Center

Height x Width x Length 1,7x168x14,0 35x17,2x256 3,5x17,2x25,6
(inches)
Height x Width x Length 43 x 426 x 356 89 x437 x 650 89 x437 x 650
(mm)
Weight 6,4 kg 26,31 kg 26,31 kg
Form Factor 1RU 2RU 2RU
AC Power Supply 100 - 240V, 200-240Vac 200-240Vac
60-50Hz /6-5A/50-60Hz  /6-5A/50-60Hz
Power Consumption 260W 800W/1000W 800W/1000W
(Average / Maximum)
Operating Environment
Operating Temperature 5°C~35°C 5°C ~35°C 5°C~35°C

(41°F ~ 95°F)

(41°F ~ 95°F)

(41°F ~ 95°F)

Storage Temperature -40°C ~ 60°C -40°C-70°C -40°C-70°C
(-40°F ~ 140°F) (-40°F-158°F) (-40°F-158°F)

Humidity 8% ~ 90% 8% ~ 90% 8% ~ 90%
(non-condensing)  (non-condensing)  (non-condensing)

Compliance FCCPart 15 Class FCCPart15Class ~ FCCPart 15 Class
A, CTick,VCCI,CE, A, C-Tick,VCCI,CE, A, CTick, VCC, CE,
UL/cUL, CB UL/cUL, CB UL/cUL, CB

Tru s& chinh: Toa nha Bkav, Khu do thi Yén Hoa, Cau Giay, Ha NGi Bka\l

bién thoai: (024) 37 677 090/ Ext: 1013 S6 fax: (024) 3868 4755

Website: security.bkav.com Email: security@bkav.com

Bkav TP. HCM: S8 67, Pudng sé 3, Khu dan cu City Land, P. 7, Q. Go Vap, TP HCM
bién thoai: (028) 6296 6626 S6 fax: (028) 2253 6103



