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Release Notes Version 1.0

Bkav' PAM = SO

= >m

Giai phap quan ly truy cap dac quyén

Giai phap quan ly truy cap dac quyén - Bkav Privileged Access
Management (Bkav PAM) la giai phap quan ly tap trung cac truy
cap tdi tai nguyén co rui ro cao trong hé thong. Nguoi dung chi cé

thé truy cap dac quyén téi cac tai nguyén khi va chi khi truy cap
thong qua Bkav PAM va dugc phan quyén truy cap trén hé thong
Bkav PAM

Tinh nang

= Cung cap giao dién web cho phép ngudi dung truy cap tdi cac tai nguyén ma nguoi dung dé dugce phan
quyén. Moi hanh déng clia nguoi truy cap déu dugc hé théng tu dong luu lai va c6 thé xem lai sau dé
bdi ngudi quan tri. Ngoai ra, ngudi quan tri cling cé thé theo dai truc ti€p cac phién truy cap dang dién
ra va ngat phién dé néu phat hién cac hanh vi bat thuong.

Trang thai tai nguyén

ST Téntai nguyén Logi TN/ Loai két nél 1P:Port Théi han BAt diu - Két thic Trang thii Chiening

master@Agent1 x
2 3
master@nodel:~$% command hel‘e.‘l

NGAT KET NG

Ljdo=
Phat hién hanh dong bt thudng)|
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= CO thé tich hgp véi nhiéu hé théng xac thuc, déng thoi sir dung co ché xac thuc 2 yéu t6 linh hoat
gilp tang tinh bdo mat cua hé thdng. Giai phap co thé tich hgp véi nhiéu hé thdng xac thuc, dong
thoi sirdung co ché xac thuc 2 yéu t6 linh hoat gitp tang tinh bao méat cta hé théng.
Ding nhap
Hinh thikc ddng nhdp  Xac thwe hailép  Gidi han ding nhap

Cauhinh xdc thuc 2 16p: Qo

Chon hinh thifc xic thuc *
Chon hinh thiic xac thyc otp

= Cho phép cau hinh cai dat, cau hinh chinh sach phu hop véi dac thu cta don vi.
v' S6 lugng user quan tri: 10 (S0 lugng user quan tri khéng gidi han, tuy theo nhu cau cda to churc).
v' S6 lugng thiét bi quan ly bai 1 tai khoan: Khong gidi han.

Truy cap tai nguyén
56 ligng t3i khosn ki da dug phan quyen cho 1 TN 0 tai khodn
56 luang phidn truy cip 14 da tai mat thos diém trén 1 Th: 0 tiikhodn
54 lugng T t&i da duc phin quydn truy cip cho 1 tai khodn: 10 tai nguyin
56 ligng phién truy c3p £61 da clia mok 31 khosn trong mot the diém: 0 phién
Theriluang t6i da mét phién truy cap: 2 Gis

= S0 lugng phién két noi dong thai bai 1 tai khoan: Khéng gidi han (So lugng phién két ndi dong thoi
bdi 1 tai khoan khong gidi han, tuy theo nhu cau ctia doanh nghiép).

CLUSTER: tlport-qicktar [ ]

Truy cap tai nguyén
55 liomg i khodn t5i da dugrc phan quyin cho 1 TN 10 i khodn
56 lugng phién truy c3p tGi da tai mot thed didm trén 1 TH: n tai khadn
56 luomg TN 1 da dume phén quyén truy c3p cho 1 131 khodn 10 tél nguyén
‘ 565 liang phién truy c3p L61 0a cila mat £ khodn trong moE thei diém: 10 phién ‘
Thesi luging tsi da mot phiin truy cap: 2 Gie

= Giai phap tich hgp san Module két noi t6i hé théng dich thong qua giao thic RDP, SSH, HTTP,
HTTPS.

= Giai phap tich hgp san Module phan tich hanh vi cia nguoi dung.

= Giai phap c6 thé ghi lai toan bo hinh anh phién lam viéc (session) cta ngudi dung (ho tro day du
cac giao thic RDP, SSH, HTTP, HTTPS) dudi dang video.

Xem log truy cap

STT ID Phién Tén tai nguyén © Loai TN/ Loai kétndi © Bdt dau-Keétthic © User/HT TruyCdp _ IP:Port Trang thai canh bao Chic ning

1 b Agent1 ssu BORSE g to2sa18 1423022 Binh thieng b m ®

2 Brdidfaacedassnsie Agent1 ssH it khuonght 192.168.081.142:3022  Binh thuong > @

3 S08ra0 2deseer Bof: Agent: SSH Ealicben khuonght 192.168.181.142:3022  Binh thudng >3 ®

e S (L ssh TBE uongic weserm1az0zs Bk thicng b @

s e nehosso Agent1 ssw BORED g to2s818 1423022 Binh thicng > ®

6 (ganasssiscaiifarde Agent1 ssH ERiited khuonght 192.4068.081.142:3022  Binh thugng > @
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Giai phap c6 thé ghi lai toan bd toan bo cac cau lénh qua thao tac g ban phim trong phién lam viéc
(session) ctia nguoi dung (ho trg day dd cac giao thirc RDP, SSH, HTTP, HTTPS) dudi dang van ban.

= Giai phap cé tinh nang gidi han sd lugng hé thong dich ma ngui dung c6 thé truy cap

QUSTER: teeprtqudan o

Truy cap tal nguyén

55 luong tii khodn t4 da dugc phin quyEn cho 1 TN 10 4l khodn

56 luwng phién truy cip tdi da tal mot thil diém trén 1 TH: 10 xél khodn

This uong 141 dz mot phién truy cip: 2 G

= Tinh nang Quan ly tai khoan:

v" Thém/ stra / x0a tai khoan.

THEM MG TAI KHOAN

Tai khoan * Ho kén *
master Gidm sat hé théng
Email * SDT *
master@bkav.com 0866061209
IP* Trang thai HB *
10.2.32.102 Active
Role PAM *
Admin

HUY LU
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Tinh nang Quan ly tai khoan (tiép):
v" Danh sach tai khoan.

Ngugi ding
P ——
STT  Hotén Thi khodn seT Email Role PAM » Trang théi PQ © Trang thii HE chire ning
1 admin Super admin Chuacsp Active 2860w
2 Gidm sdt hé théing master 0866061209 master@bkav.com Normal user 10232102 Chuacsp Active 2560w

Tutdénz | 10 1 1

v" Tim kiém / loc tai khoan.

Nguai ding
o
Thikhoin Hotin Email sor
» Trang thii HD Role PAM. Trang thii PQ

rang thii HD Role PAIM Trang thii PQ

v Reset lai mat khau cho tai khoan.

DAT LAI MAT KHAU X

Ban ¢4 mudn d3t lai mat khiu cho tdi khoin master?

v Pong bo tai khoan.

= Quan ly quyén truy cap cua tai khoan:

v Thém / stra / x6a / clone quyén tai khoan.

CAP QUYEN TAI KHOAN %

sUA CAP QUYEN TAI KHOAN X
Thém mdi quy&n truy cap

o | Tai khoan * Trang thai HD *
Tai khoan * Tén tai nguyén * master Active
master NODE1 1
R | Thai b Tén tai nguyén * Resource role *

* i han *
esource role A 1 han NODE1 ro[e 1
role 1 Vé han
Thei han *
M5 &3 Cé han w

Bat dau = Két thic*
[2023-11-24 16:43:53 | [2023-11-24 16:43:53 |

Ban chua chon thai gian

Mé ta

-+ Thém mdi quyén truy cap

HUY Ly

CYBER SECURITY
- SOLUTIONS AND SERVICES Bkav



BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

XOA CAP QUYEN TAI KHOAN X

Ban cé chic chin muén xéa c&p quyZn t3i khoan?

CLONE CAP QUYEN TAI KHOAN 4
Tai khoan * Trang thai HD *
master Active
Teén tai nguyén * Resource role *
NODE1 role 1
Thei han *
Va han
Mo 3
4
HUY LU

= Quan ly danh muc tai nguyén:

v/ Thém mdi tai nguyén.

THEM MGI TAI NGUYEN X
L&p ki nguyén * Ki€u t3i nguyén *
Server Linux
Tén tai nguyén * Trang thai Hb *
NODE1 Active

Chi ti€t théngss TN ™
BPa luu
M35 Ed

HUY LUu
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Quan ly danh muc tai nguyén (tiép):

v' Stra tai nguyén.

CHiNH SUA TAI NGUYEN X
Ldp tai nguyén * Ki€u tai nguyén *
Server Linux
Tén tai nguyén * Phién ban *
NODE1 ubuntu 20.04

Trang thdiHD *

Inactive Chi ti&t théng s6 TN *
b3 luu
Mb ta
4
HUY LuU
v Nhan ban tai nguyén.
CLONE TAI NGUYEN X
L&p tai nguyén * Kiéu t3i nguyén *
Server Linux
Tén tai nguyén * Phién ban *
NODE1 ubuntu 20.04

Trang thai HD *

Inactive Chi tiét théng s6 TN ™
Pa luu
Mo ta
y
HUY LUu
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Quan ly danh muc tai nguyén (tiép):

v' Xoa tai nguyén.

XOA TAI NGUYEN e

Ban cd chic chin xda tai nguyén nay?

= Quan ly resource role:

v Thém md&i resource role.

THEM MG1 RESOURCE ROLE 4
Resource role * L&p tai nguyen *
role 1 Server
Kiu t3i nguyén * Trang thai HD *
Linux Active

Permission *  Chi tigt

Mé ta

HUY Ly

v Active / inactive resource role.

- THEM MG RESOURCE ROLE

Méta O chirc ndng

Can modify all files and folders E‘ ﬁ _@l_
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Quan ly resource role (tiép):

v Stlra/ nhan ban resource role

CLONE RESOURCE ROLE X
Resource role * Ldp tdi nguyén *
role 1 Server
Kigu tai nguyén * Trang thai HD *
Linux Inactive

Permission®  Chi kit

M6 ta

Can modify all files and folders

HUY LUy

v" Xoa resource role.

XOA RESOURCE ROLE 4

Ban c6 chic chin xda resource role ?

= Quan ly cap quyén tai nguyén.

Resource role

THEM MG RESOURCE ROLE
sTT Tér Ldp tai nguyén Kiéu tai nguyén Mata Chiic ning
role 1 Server Linux Canmodify all files and Folders @2 0w
2 rale 2 Server Windows Can remote desktop Q@2 hin}
Tutdinz | 10
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Quan ly trang thai tai nguyén.

Trang thai tai nguyén

STT  Tén tdinguyin © Loai TN/ Loal kétnéi © IPPort User dugc phin quyén HT dugc phin quyén Phiin dang dién ra Trang théi Chic ning
1 NODE1 SSH 192.166.181.140:3022 0 0 0 Dang hoat 86ng @
z pam s5H 127.0.0.4:3022 0 ) 0 Bang hagt déng [©)

Tif 1 86n 2 100 1 1

= Quan ly phién.

Quan ly phién
STT iD Phidn - Ténthinguyén Loai TN/Logikétndl ©  IPwort User/HT dangtruycsp O Theigian U Trangthiicinhbio ©  chicnlng
1 boda3B7b-ziai-474Fofca-B53013265¢8 Agent SSH 152.168.181.142  khuonght [192.168.181.1] 8 minutes ginh thuting & e
2 dosdebes-eeza-a03d-bidecsafaribbise  Agentt SSH 192168181142 khuonght [192.168.181.1] 3 minute Binh thuding -3

= Quan ly log.

Xem log truy cap

STT 1D Phién ~ Téntdinguydn ©  Logi TN/Loaikétndl | Bt dbu-Kétthic ©  User/HT TruyCép _  IPPort Trang thii canh bde ©  Chuc niing

1 SeTddfeacedsasaBis Agentt SSH e Khuonght 192.168.481.142:3022  Binh thuding B ®
2 T072302dek-46eT 0572 Agentt SSH it Khuonght 192.168.181.142:3022  Binh thuing B o
3 j‘;ggjiéig‘;; 4sabaibe Agent1 ssH :;.'}:ﬁ; Fea khuonght 192.468.181.142:3022  Binh thudng A M@
o et agentt o Lt c T 102188181 1423020 Binh thuing 5 @
5 [soprmsssscmiande Agent1 SsH EHen Khuonght 192.168.181.142:3022  Binh thudng )

= Quan ly event log.

Event log
STT Thai gian Ngusiding Hoat déng
3 24/11/2023 14:11:04 admin Nguil ding master d3 dugc c3p nhat
a 24/11/2023 14:08:39 admin Tao token dat L3 mat khdu cho ngue dong master
H 24/11/2023 14:08:39 admin Nguti ding master 45 dugc tao
6 24/11/2023 14:01:07 admin Bang nhap vio PAM thanh cong

= Quan ly cau hinh dang nhap:
v Hinh thirc dang nhap.

‘Déng nhap

Hinh thire dang nhdp  Xac thye hailép  Gigr han dang nhap

i hinh xhc thue ding nhap: local ]
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BKAV PAM - GIAl PHAP QUAN LY TRUY CAP PAC QUYEN

= Quan ly cau hinh dang nhap (tié€p):
v Xac thuc hai l6p.

Ding nhap
Hinh thirc ding nhip  Xac thuc hai l6p  Gidi han dang nhap
i hinh xde thue 2 ldp: @

Chon hinh thite xbe thuc
Chen hinh thife xde thue: otp

v Gidi han dang nhap.

Ding nhap

Hinh thirc ding nhdp  Xac thyc hai l6p  Gisi han ding nhip

56130 1 da duce nhap sai 50 trong khadng | 50 phiit
Thal glan duy tri dang nhap: 7 (]

Xdc thyc dia chi IP? (o)<} @ Khing

Thai gian dink ky 851 mit khiu: 80 ngdy

= Quan ly cau hinh truy cap tai nguyén.

Truy cap tai nguyén

55 luiging tii khodn t5i da Buoc phan quylin cho 1 TH: 10 1A khodn
6 luigng phién truy cap 161 da tal mot thed didm trén 1 TN: 10 i khodn
56 ugng TNt da duc phan quyen truy cip cho 1 tai khodn: 1 tainguyén
55 lugrng phién truy cap t6i da cla mot thi khadn trang mét thei didm: 10 phién
‘Thai luong tél da mét phin truy cap: 2 G
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